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Internet Content Analyst Job description

This post is Full Time.

Reporting directly to the Hotline Manager who will be responsible for allocation of
work and ongoing training.

Duties
• 	Processing reports from the public, IT professionals and other sources through the IWF's Report Management System.
• 	Locate Internet content e.g. websites, online groups or Usenet new articles.  Analyse the content and assess whether it is potentially criminal under UK law, particularly images of child sexual abuse or criminally obscene content hosted in the UK and incitement to racial hatred material hosted in the UK.
• 	Accurately trace the content's geographical origins or the next logical point of investigation.
• 	Actively participate in meetings and positively promote the IWF externally.
• 	Collate necessary evidence if assessed as potentially criminal under UK law.
• 	Format a notification of the content and its origins. Send this to the UK's Child Exploitation and Online Protection Centre. Also disseminate to other UK police units, UK Internet Service Providers (ISPs) and International hotlines as relevant (see International Association of Internet Hotlines
http://www.inhope.org)
• 	Produce detailed reports of current trends in relation to potentially criminal
content to help stakeholders to develop strategies to combat such material.
• 	Liaise with UK ISPs, IWF Members, specialist police units, International hotlines, etc. as necessary.
• 	Ensure all IWF policies are adhered to and notify relevant manager if any breaches occur.
• 	Provide feedback to those reporting potentially criminal content.
• 	Proactively monitor usenet newsgroups/web for potentially criminal content as directed.
• 	Deal with reports regarding the Internet, which fall outside IWF's core remit.
● 	Proactively monitor content and follow up after notification has been sent to ensure access has been removed.
• 	Represent IWF where appropriate, providing presentations as and when requested.    


Other Duties
[bookmark: _GoBack]Other duties as assigned, consistent with the above duties within IWF's remit as it
develops.


Benefits

• 	Salary is £22,848 p.a
• 	5% employer's contribution toward approved pension plan,
• 	25 days holiday per year pro rata
• 	Private health insurance 
• 	Full counselling programme

Person Specification
Skills and Abilities 
Essential

• 	Demonstrates a high degree of accuracy and attention to detail
• 	Demonstrates a systematic and methodical approach to work
• 	Proven ability to see tasks through to the end
• 	Proven ability to communicate effectively in writing and verbally in a clear, concise and open manner
• 	Proven ability to use spreadsheets and produce reports and graphics from
them.
• 	Proven ability to distribute information efficiently, accurately and in a timely manner
• 	Demonstrates excellent IT skills, particularly using the Internet, including
operating email client and web browsers
• 	Demonstrates an ability to learn new IT skills quickly

Desirable

• 	Experience of using MS Outlook or Outlook Express
• 	Evidences a knowledge of a variety of internet browsers such as Firefox or Opera
• 	Demonstrates a good knowledge and understanding of the engineering of
the Internet and its technologies e.g. TCP/IP, http, html
• 	Relevant experience of producing research papers

Experience
Essential

• 	Experience of using and manipulating a variety of databases
• 	Understands the principle of confidentiality and evidence of having operated in an environment of confidentiality

Desirable

• 	Experience of working in partnership with external agencies
• 	Knowledge and understanding of the Data Protection Act
• 	Up to date knowledge of legislation and current events relevant to IWF remit
• 	Basic understanding of police infrastructure
• 	Experience of presenting statistics to an audience

Personal Qualities
Essential

• 	Proven ability to work as part of a small dedicated team
• 	Demonstrates a flexible approach to work
• 	Demonstrates empathy for others
• 	Evidence of ability to encourage others to express themselves openly
• 	Demonstrates a range of mechanisms for dealing with stress and can
recognise when to use them.
• 	Shows respect for others' feelings, views and circumstances
• 	Accepts responsibility and accountability for own work
• 	Seeks and uses professional support appropriately
• 	Shows a realistic appreciation of the challenges of working within this
environment.
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